
SSO Integration - Azure

Documentation 1
Version 1.0



Documentation

Single sign-on (SSO) - Azure

Azure Active Directory is now Microsoft Entra ID

This document will help you to implement single sign on 
(SSO) with the Identity Provider (IdP) Microsoft Azure AD 
for Jumio Customer Portal.

Requirement
-Azure Entra - Enterprise Application (SAML 2.0)
-Jumio Customer Portal Login
-Jumio Admin Account (Netverify Merchant Account Administrator)

Access your Azure Portal and navigate to Enterprise Applications

Create a New Application by clicking on + New Application

Proceed to create your own application by clicking on + Create your own Application

Step 1 - Azure Portal
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Step 2 - Setting up App

Step 3 - Creating Custom App

https://portal.azure.com/#home
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Step 4 - Naming the App

Select the Single Sign-on option either on the Left panel or from getting started.

Step 5 - Begin Setting SSO
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Give a (1) name for your application (2) and check the “Integrate any other application you don’t find in the gallery (Non- 
gallery)” option and click (3) Create
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Step 6 - Selecting SSO Type

Select the SAML Option from the Single Sign On Method

From the Setup Step 1 Click on Edit from the Basic SAML Configuration

You will be seeing a Pop Up for Basic SAML Configuration. Proceed 
further to get info from Jumio Portal (Step 8)

Step 7 - Editing SAML Setting for SSO
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Step 8 - Setting up IdP from Jumio Portal

Head over to your Jumio Portal and go to setting (1) and then select on (2) IdP Management

On the IdP Management Screen click on + Create Pool

Now you will have access to your Identifier (1) Entity ID (Audience URI) and (2) Reply URL (SSO URL)

Step 9 - Creating new pool for SSO
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Step 10 - Accessing the Pool Information
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Step 11 - SAML Configuration Mapping

Head over to your Azure Portal and Update Identifier (Audience URI) by Clicking on (1) Add Identifier, and then add the 
Reply URL (SSO URL) by clicking on (2) Add reply URL. Refer to the Step 8 Illustration or Field Mapping information for 
more details

Field Mapping Information

After adding the Identifier and reply URL proceed to Save

Step 12 - Saving Basic SAML Setup
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Azure Fields Jumio Fields

Identifier (Entity ID) Audience URI

Reply URL (Assertion Consumer Service URL) SSO URL
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Step 13 - Setting Attributes State

In the Manage Claim dialogue box Add (1) Name “jumiorole”, (2) Namespace 
“http://schemas.xmlsoap.org/ws/2005/05/ identity/claims”, (3) Source select Attribute and (4) Source attribute select 
user.assignedroles

Repeat the steps for adding Email address, please note that the “emailaddress” field already exists in Azure Directory as an 
attribute. But please ensure the same

From the Setup Step 1 Click on Edit from the Attributes & Claims
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http://schemas.xmlsoap.org/ws/2005/05/
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Step 14 - Setting App Roles

From the App menu select (1) App Roles and then create your new app role (2) Create App Role

Refer Step 15, for more details on adding app roles. Please make sure to add all app roles pertaining to Jumio Portal User 
roles.

For more details on the Jumio Portal Roles and Permission refer our guide

2

Head over to your Entra Admin center

From the left menu select (1) App Registrations and then Select your application (2) Application Name

1
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https://entra.microsoft.com/
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Step 15 - Creating App roles

Proceed to create New App roles with the below given details, please make sure to add all required information to the roles

Make sure all Jumio App roles are added as per the above illustration
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Display Name and Value MERCHANT_NETVERIFY_ADMIN 
MERCHANT_NETVERIFY_ACCOUNTANT 
MERCHANT_NETVERIFY_SUB_ADMIN 
MERCHANT_NETVERIFY_RISK_AGENT_LIMITED 
MERCHANT_NETVERIFY_RISK_AGENT

Allowed member types Both (Users/Groups + Application)

Description Any description to identity

Enable Role Checked (Yes)

To create a new app role add the (1) Display Name, next select
(2) Allowed member type and proceed to add (3) Value add (4) 
Description add finally enable the (5) Do you want to enable this 
app role? And Apply the changes

For more details on the Jumio Portal Roles and Permission refer 
our guide
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Step 16 - Assigning User the App Role

Head over to your Azure Portal and open select your application. Once inside your application select Users and Groups 
select Add user/groups

For more details on the Jumio Portal Roles and Permission refer our guide
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Select an users from your Azure Portal

Select the Designated role that you want the user to use in Jumio Portal
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Step 17 - Export SAML configuration from Azure

Head over to your Azure Portal and select your application. Once inside your application select Single Sign On 
From the Single Sign On Step 3 and download the Federation Meta data XML
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From your Jumio Portal navigate to (1) Setting and then select (2) IdP Management and proceed to (3) Update

Proceed to Step 19 to Finish your SSO Integration

Step 18 - Import the XML to Jumio Portal
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Step 19 - Updating the SAML Setting in Jumio Portal

Under the Update IdP Settings add the (1) Identifier (Domain) and then add (2) IdP Name (App Name) and 
proceed to (3) Update XML File
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Once the XML Meta data had been uploaded you will see the Alert XML meta data loaded

Proceed to Submit

You will see a Alert message “Update Success”
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Step 20 - Login to the Jumio Portal Using SSO

Use the Single Sign-on Method of Login to use your SSO
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