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Single sign-on (SSO) - Azure

Azure Active Directory is now Microsoft Entra ID

This document will help you to implement single sign on
(SSO) with the Identity Provider (IdP) Microsoft Azure AD
for Jumio Customer Portal.

Requirement

-Azure Entra - Enterprise Application (SAML 2.0)

-Jumio Customer Portal Login

Jumio Admin Account (Netverify Merchant Account Administrator)

Step 1- Azure Portal

Microsoft Azure 0 Search resources, services, and docs (G+/)

D
&
(S
%]
Qe

Azure services

— ~— 3] D
poe
P4 — o = o % e —
Create a Enterprise Quickstart Virtual App Services Storage SQL databases  Azure Cosmos Kubernetes More services
resource applications Center machines accounts DB services

Access your Azure Portal and navigate to Enterprise Applications

Step 2 - Setting up App

= Microsoft Azure O Search resources, services, and docs (G+/) o B 0O A &
Home > Enterprise applications
sz Enterprise applications | All applications - X
"BE Default Directory - Microsoft Entra ID for workforce
« O Refresh i Download (Export) ﬂ Preview info == Columns Preview features }’{j Got feedback?
Overview
© oOverview View, filter, and searc..Nf:ly.a.EElif:‘.i?:. your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.
X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
Create a New Application by clicking on + New Application
i A
Step 3 - Creating Custom App
= Microsoft Azure R Search resources, services, and docs (G+/) Q& ® & &
Home > Enterprise applications | All applications >
Browse Microsoft Entra Gallery - X

- Create your own ap on A Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuilt templates
to connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the Microsoft Entra Gallery for other organizations to discover and use, you can
file a request using the process described in this article.

Proceed to create your own application by clicking on + Create your own Application

Jumio Documentation | Azure SSO 2
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Step 4 - Naming the App

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

~ Create your own application A Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated t
to connect your users more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you ha

file a request using the process described in this article.

R Search application Single Sign-on : All

Cloud platforms

User Account Management : All Categories : All

Amazon Web Services (AWS) Google Cloud Platform Oracl
\/—7
Google Cloud

On-premises applications

Add an on-premises application

Configure Microsoft Entra application proxy to enable secure remote
access.

—:)) Federated SSO (2 Provisioning

Learn about Application Proxy

Learn how to use Application Proxy to provide secure remote acce:
to your on-premises applications.

Create your own application X

27 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app? 1

| Input name I

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application

() Register an application to integrate with Microsoft Entra ID (App you're developing)

@ ntegrate any other application you don't find in the gallery (Non-gallery)

2

Give a (1) name for your application (2) and check the “Integrate any other application you don't find in the gallery (Non-

gallery)” option and click (3) Create

Step 5 - Begin Setting SSO

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery >

. Azure Setup | Overview

Enterprise Application

& Overview

Properties

Deployment Plan

Name O

X Diagnose and solve problems

Application ID ©

Azure Setup (I

Manage

16€91379-e8c1-44b8-91... [
II! Properties

ObjectID ©
&5 Owners

&k, Roles and administrators

Getting Started

£ Users and groups

3 Single sign-on
& Provisioning
5 Application proxy
C  Self-service

Custom security attributes

Select the Single Sign-on

@ 1. Assi
. gn users and groups
[y

Provide specific users and groups access
to the applications

Assign users and groups

c52744a4-a6fd-49b1-a2... [

Get started

—@ 2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

3. Provision User Accounts

Automatically create and delete user
accounts in the application

Get started

option either on the Left panel or from getting started.
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Step 6 - Selecting SSO Type

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Azure Setup

) Azure Setup | Single sign-on - 5%

Enterprise Application

Overview Single sign-on (SSO) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that

Deployment Plan credential is used for all the other applications they need access to. Learn more.

X Diagnose and solve problems

Manage . .
o Select a single sign-on method  Help me decide

i1l Properties

&5 Owners

2 Rol P— ® Disabled G SAML & Password-based

&% Rolesiand administrators Single sign-on is not enabled. The user Rich and secure authentication to Password storage and replay using a

2 Users and groups won't be able to launch the app from applications using the SAML (Security web browser extension or mobile app.

My Apps. Assertion Markup Language) protocol.
2 Single sign-on

@

Provisioning

Application proxy

Select the SAML Option from the Single Sign On Method

Step 7 - Editing SAML Setting for SSO

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Azure Setup

Azure Setup | SAML-based Sign-on - X

Enterprise Application

® s 0 & '@

$ Upload metadata file ") Change single sign-on mode Test this application ,C\'j Got feedback?

B Overview
Deploymerit Plah Set up Single Sign-On with SAML
K Diagnose and solve problems

An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn

Manage more.
{I' Properties X . . . -
Read the configuration guide " for help integrating Azure Setup.
& Owners o
Basic SAML Confi ti
&t Roles and administrators asic ontiguration
23 Users and groups Identifier (Entity ID) Required
Reply URL (Assertion Consumer Service URL)  Required
D Ssingle sign-on Sign on URL Optional
2 Pprovisioning Relay State (Opt.lonal) Optl‘ona/
Logout Url (Optional) Optional

Application proxy

From the Setup Step 1 Click on Edit from the Basic SAML Configuration

L Search resources, services, and docs (G+/) 19 LN O) &
Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Azur BaSiC SAML Configuration X
Azure Setup | SAML-based Sign-on
Entarprise;Application [ save | &7 Got feedback?

« T Upload metadata file ) Change single sign
. Overview Identifier (Entity ID)* ©
Deployment Plan Set up Smgle Sign— On with SAML The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your

Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

X Diagnose and solve problems . ’ .
An SSO implementation based on federation protoct  Add identifier

implement. Choose SAML single sign-on whenever ¢

Manage more.

iI! Properties Reply URL (Assertion Consumer Service URL) *
. ropert Read the configuration guide  for help integrating eply (Asse C erSend )* O

S22 Owners The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
o Basic SAML Configuration Consumer Service"” (ACS) in SAML.
. Roles and administrators

Re

Add reply URL

& Users and groups Identifier (Entity ID)
Reply URL (Assertion Consumer Service Ut
) SnsmE Sign on URL Sign on URL (Optional)
» P Relay State (Optional)
@ Provisioning Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL

Logout Url (Optional)
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Application proxy

You will be seeing a Pop Up for Basic SAML Configuration. Proceed

further to get info from Jumio Portal (Step 8) Jumio Documentation | Azure SSO 2
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Step 8 - Setting up IdP from Jumio Portal

ADMIN = Verifications + Create Report

=% Users

. Y Date: Today Y Filter by Value Y Advanced filters Reset
2 IdP Management

MANAGED SERVICES
Summary Customer Status Identity Channel Created At Reference Scan Ref

K} 1dentity Verification >

No Data Presented

1

Head over to your Jumio Portal and go to setting (1) and then select on (2) IdP Management

Step 9 - Creating new pool for SSO

ADHIN # Admin / IdP Management
a% Users
User Pool
= IdP Management Access our documentation here: Implementation Guide [

MANAGED SERVICES
+  Create Pool

¥ 1dentity Verification >

On the IdP Management Screen click on + Create Pool

Step 10 - Accessing the Pool Information

ADMIN # Admin / IdP Management
«» Users
User Pool
= IdP Management Access our documentation here: Implementation Guide [}

MANAGED SERVICES

2 SSO URL

1 Audience URI

. . https://merchant-b889cfe9-7495-4468-be2a-1658bfdedded.auth.us-east-1.amazoncognito.com/saml2/idpresponse k]
K3 1dentity Verification >

urn:amazon:cognito:sp:us-east-1_8w714Vézq 8]

Attribute State http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/jumiorole

Identifier

IdP Settings

Now you will have access to your Identifier (1) Entity ID (Audience URI) and (2) Reply URL (SSO URL)

Jumio Documentation | Azure SSO 5
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Step 11 - SAML Configuration Mapping

. 0 Search resources, services, and docs (G+/) -

tions > Browse Microsoft Entra Gallery > Azur Basic SAML Configuration
d Sign-on

Save }’l‘j Got feedback?
$ Upload metadata file 9 Change single sign
Identifier (Entity ID) * ©
: ¥ P The unique ID that identifies your application to Microsoft Entra ID
et up Slngle Slgn On with SAML Microsoft Entra tenant. The default identifier will be the audience ¢

n SSO implementation based on federation protocc  Add identifier 1

ADMIN # Admin / IdP Management

=% Users

User Pool

= IdP Management Access our documentation here: Implementation Guide [}

MANAGED SERVICES

2 SSO URL

B 1dentity VW
1 Audience URI

( https://merchant-b889cfe9-7495-446

nplement. Choose SAML single sign-on whenever
ore.

" : "
‘ead the configuration guide o' for help integrating Reply URL (Assertion Cansumer Service URL)* ©
The reply URL is where the application expects to rece# e authe

Consumer Service” (ACS) in SAML.

CTE.

D Basic SAML Configuration

Identifier (Entity ID)
Reply URL (Assertion Consumer Service Uf

( urn:amazon:cognito:sp:us-east-1_8w?7

Attribute State http://schemas.xmlsoap.org/ws/2005/

http://schemas.xmlsoap.org/ws/2005/

Identifier o=

IdP Settings ---

Head over to your Azure Portal and Update Identifier (Audience URI) by Clicking on (1) Add Identifier, and then add the
Reply URL (SSO URL) by clicking on (2) Add reply URL. Refer to the Step 8 lllustration or Field Mapping information for

more details

Field Mapping Information

Azure Fields

Jumio Fields

Identifier (Entity ID)

Audience URI

SSO URL

Reply URL (Assertion Consumer Service URL)

Step 12 - Saving Basic SAML Setup

= Microsoft Azure O Search resources, services, and docs (G+/)

® s 0 &

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Azur Basic SAML Configuration X

Azure Setup | SAML-based Sign-on

Enterprise Application

9 $ Upload metadata file z) Change single sign

— SANIL Lerurcates

it Roles and administrators

P\j Got feedback?

Identifier (Entity ID) * ©

&2 Users and groups
3 Single sign-on
@ Provisioning
£ Application proxy
C  Self-service
Custom security attributes
Security
W Conditional Access
2. Permissions

@ Token encryption

Activity

o

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

Verification certificates (optional)
Required

Active

Expired

Set up Azure Setup

The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

‘l urn:amazon:cognito:sp:us-east-1_8w714V6zq
Addidentitier

Reply URL (Assertion Consumer Service URL) * ©

Default

)

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML.

Index Default

Qhttps://merchan(—b889c799~7495~4468—be23-1658bfdedded.auth.us~east‘1 amazon.. | | D & © i

AdaTeply URC

After adding the Identifier and reply URL proceed to Save

Jumio Documentation | Azure SSO
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Step 13 - Setting Attributes State

Home > Enterprise applications | All applications > Jumio

Jumio | SAML-based Sign-on - %

Enterprise Application

D
e
()
%]
[ D

«

7? Upload metadata file K) Change single sign-on mode = Test this application ,0\7 Got feedback?

B Overview
Deployment Plan Set up Single Sign-On with SAML
An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

# Diagnose and solve problems 5
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

Manage more.
Y Properties Read the configuration guide =7 for help integrating Jumio.
& Owners o Basic SAML Configuration 2 Edit
&, Roles and administrators
Identifier (Entity ID) urn:amazon:cognito:sp:us-east-1_TWAS4CB8F
&2 Users and groups Reply URL (Assertion Consumer Service URL)  https://merchant-b889cfe9-7495-4468-be2a-1658bfdedd
ed.auth.us-east-1.amazoncognito.com/saml2/idpresponse
D Ssingle sign-on Sign on URL Optional
® Provisioning Relay State (Optional) Optional
Logout Url (Optional) https://www.jumio.com/

2 Application proxy

C  Self-service
o Attributes & Claims

Custom security attributes

givenname user.givenname
Security surname user.surname

name user.userprincipalname
& Conditional Access jumioRole user.assignedroles
S Permissions emailaddress user.mail

Unique User Identifier user.userprincipalname

@ Token encryption

From the Setup Step 1 Click on Edit from the Attributes & Claims

Home > Enterprise applications | All applications > Jumio | SAML-based Sign-on > SAML-based Sign-on >
Attributes & Claims X
-+ Add a group claim == Columns A7 Got feedback?
Required claim
Claim name Type Value
aco i g o (L
W L Search resources, services, and docs (G+/) [9 @ @ _ =
Home > Enterprise applications | All applications > Jumio | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >
Manage claim - X
H save X Discard changes }:{j Got feedback?
Name * 1 [ jumiorole v l
Namespace l http://schemas.xmlsoap.org/ws/2005/05/identity/claims 2 \/I
Vv Choose name format
Source * 3 @ Attribute O Transformation O Directory schema extension
Source attribute * l user.assignedroles 4 v

v Claim conditions

v Advanced SAML claims options

In the Manage Claim dialogue box Add (1) Name “jumiorole”, (2) Namespace
“http://schemas.xmlsoap.org/ws/2005/05/ identity/claims”, (3) Source select Attribute and (4) Source attribute select
user.assignedroles

Repeat the steps for adding Email address, please note that the “emailaddress” field already exists in Azure Directory as an
attribute. But please ensure the same

Jumio Documentation | Azure SSO 7
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Step 14 - Setting App Roles

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home >
% Favorites = -
App registrations = X
S Identi A =
i -+ New registration @ Endpoints ﬂ Troubleshooting O Refresh i Download Preview features ,5’{7 Got feedback?
@ overview
R Users W @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical *
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
8 Groups %
I3 Devices v All applications ~ Owned applications Deleted applications Applications from personal account
% Applications s O Start typing a display name or application (client) ID to filter these ... +v Add filters

Enterprise applications

1 ( I App registrations )
&

. Azure Setup

2 applications found

Display name T

Protection

@ Identity governance N

Head over to your Entra Admin center

Application (client) ID Created on T Certificates & secrets
16€91379-e8c1-44b8-911e-3c1afe55d076 06/04/2024 =

52d5b00e-1fcf-40b1-b1e0-00de3d2d 1912 04/04/2024 -

From the left menu select (1) App Registrations and then Select your application (2) Application Name

Microsoft Entra admin center R Search resources, services, and docs (G+/)

Q&% 0 &

Home > App registrations > Jumio

% Favorites 4 .
222 Jumio | App roles  »
urga
Identi AN
< i [P Search ‘ «
@ overview B Overview A |
pp roles
L Users W & Quickstart
AR Groups N #" Integration assistant
M
& Devices v anage
£ Branding & properties Display name
&3  Applications A

3 Authentication

itz AT Certificates & secrets

I App registrations {I!' Token configuration
> -
el Protection N API permissions
Expose an API
Identity governance N
App roles ) User
B]g] iti N
ﬂ External Identities J— FRSIaTAEEE
Show more it Roles and administrators
il Manifest
& Protection WA
Support + Troubleshooting
(2)  Identity governance N & Troubleshooting
£ New support request
2 Leamn& support AN

«
ps://entra.microsoft.com/#

MERCHANT_NETVERIFY_ACCOUNTANT
MERCHANT_NETVERIFY_SUB_ADMIN

MERCHANT_NETVERIFY_RISK_AGENT_LIMIT... Jumio Risk Agent Limited
MERCHANT_NETVERIFY_RISK_AGENT

MERCHANT_NETVERIFY_ADMIN

Rj Got feedback?

App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets them
as permissions during authorization.

How do | assign App roles

Description Allowed member ty...  Value ID

Jumio Accountant Users/Groups,Applicat... MERCHANT_NETVERIF... 8d47116f-a32f-4
Jumio Merchant Sub Admin  Users/Groups,Applicat... MERCHANT_NETVERIF... fc1856ff-0a07-4c
Users/Groups,Applicat... MERCHANT_NETVERIF... 7cadeOb2-f06b-¢
Jumio Risk Agent Users/Groups,Applicat... MERCHANT_NETVERIF... 581d26e3-aa20-
Jumio Admin Role Users/Groups,Applicat... MERCHANT_NETVERIF... 22e5552e-1050-
User Users/Groups 18d14569-c3bd-

msiam_access Users/Groups b9632174-c057-

From the App menu select (1) App Roles and then create your new app role (2) Create App Role

Refer Step 15, for more details on adding app roles. Please make sure to add all app roles pertaining to Jumio Portal User

roles.

For more details on the Jumio Portal Roles and Permission refer our guide

Jumio Documentation | Azure SSO 8


https://entra.microsoft.com/

jumio. ‘ Documentation

Step 15 - Creating App roles

Proceed to create New App roles with the below given details, please make sure to add all required information to the roles

Create app role X
Display name * @ 1
[ MERCHANT_NETVERIFY_ADMIN v]

Allowed member types * ©
O Users/Groups

O Applications

(@ Both (Users/Groups + Applications) 2

Value * ©

MERCHANT_NETVERIFY_ADMIN

Description * (O
/

Jumio Admin Role

6
) o |

Do you want to enable this app role? ©

To create a new app role add the (1) Display Name, next select

(2) Allowed member type and proceed to add (3) Value add (4)

Description add finally enable the (5) Do you want to enable this
app role? And Apply the changes

Display Name and Value

MERCHANT_NETVERIFY_ADMIN
MERCHANT_NETVERIFY_ACCOUNTANT
MERCHANT_NETVERIFY_SUB_ADMIN
MERCHANT_NETVERIFY_RISK_AGENT_LIMITED
MERCHANT_NETVERIFY_RISK_AGENT

Allowed member types

Both (Users/Groups + Application)

Description

Any description to identity

Enable Role

Checked (Yes)

For more details on the Jumio Portal Roles and Permission refer

our guide

Microsoft Entra admin center

R Search resources, services, and docs (G+/)

A Home

< Diagnose & solve problems

Home > App registrations > Jumio

gz Jumio | App roles  #

L7

‘/O Search ‘ «
% Favorites N

i Overview
> Identity A & Quickstart

# Integration assistant
®© overview

Manage
,Q Users Y4

& Branding & properties
& Groups o

: 23 Authentication

& Devices 4 Certificates & secrets
&  Applications A il Token configuration

Enterprise applications

API permissions

[

Expose an API

- Create app role

App roles

Rﬂ Got feedback?

App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets them
as permissions during authorization.

How do | assign App roles

Display name

MERCHANT_NETVERIFY_ACCOUNTANT
MERCHANT_NETVERIFY_SUB_ADMIN
MERCHANT_NETVERIFY_RISK_AGENT_LIMITED
MERCHANT_NETVERIFY_RISK_AGENT

MERCHANT_NETVERIFY_ADMIN

Description

Make sure all Jumio App roles are added as per the above illustration

Jumio Accountant
Jumio Merchant Sub A...
Jumio Risk Agent Limit...
Jumio Risk Agent

Jumio Admin Role

Allowed me... Value

Users/Groups,A... MERCHANT_NETVERIFY_ACCOUNTANT
Users/Groups,A... MERCHANT_NETVERIFY_SUB_ADMIN
Users/Groups,A... MERCHANT_NETVERIFY_RISK_AGENT_LIMITED
Users/Groups,A... MERCHANT_NETVERIFY_RISK_AGENT

Users/Groups,A... MERCHANT_NETVERIFY_ADMIN

Jumio Documentation | Azure SSO
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Step 16 - Assigning User the App Role

Microsoft Azure A Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > Jumio

Sa Jumio | Users and groups - X

Enterprise Application

& Editassignment [i] Remove /2 Update credentials == Columns A7 Got feedback?

B Overview
beo . @ The application will appear for assigned users within My Apps. Set 'visible o users? to no in properties to prevent this. —>
eployment Plan

X Diagnose and solve problems
Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.
Manage

l L First 200 shown, to search all users & gro...

!I' Properties
&2 Owners Display Name Object Type Role assigned

. Roles and administrators 4 . Chris W User MERCHANT_NETVERIFY_ADMIN

Users and groups )

Single sign-on

Re

(CARY

Provisioning

Head over to your Azure Portal and open select your application. Once inside your application select Users and Groups
select Add user/groups

Home > Jumio | Users and groups > Users X
Add Assignment
Default Directory
(@ Try changing or adding filters if you don't see what you're looking for. Selected (0)
z) Reset
A\ Groups are not available for assi itduetoy Search
the application. \ 9 ‘ No items selected
1 result found
Users
Al Users
Select a role *
Name Type Details
None Selected
D & Chris W User @outlook.com
Select an users from your Azure Portal
= Microsoft Azure 0O Search resources, services, and docs (G+/) QB O & &
Home > Jumio | Users and groups > Select a role X
Add Assignment Only a single role can be selected

Default Directory

|V Enter role name to filter items... I

MERCHANT_NETVERIFY_ACCOUNTANT

A Groups are not available for assignment due to your Active Directory plan level. You can assign individual users to
the application. (MERCHANT_NETVERIFY_ADMIN )

MERCHANT_NETVERIFY_RISK AGENT

=5 MERCHANT_NETVERIFY_RISK AGENT_LIMITED
1 user selected.

MERCHANT_NETVERIFY_SUB_ADMIN

Select a role *

User

Select the Designated role that you want the user to use in Jumio Portal

For more details on the Jumio Portal Roles and Permission refer our guide
Jumio Documentation | Azure SSO 1
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Step 17 - Export SAML configuration from Azure

= Microsoft Azure £ Search resources, services, and docs (G+/) O & @ & &
Home > Enterprise applications | All applications > Jumio
Jumio | SAML-based Sign-on - X
Enterprise Application
« ’_P Upload metadata file ") Change single sign-on mode ¥= Test this application ,Qj Got feedback?
B Overview e
SAML Certificates
Deployment Plan i
#  Diagnose and solve problems Token signing certificate 2 Edit
Status Active
Manage Thumbprint 8B7E65F3A61FA99B1DF75E0B58BAD7A78D2159D7
Expiration 05/04/2027, 00:20:44
m y
il Properties Notification Email sirwillchris@outlook.com
& (Gwners App Federation Metadata Url [ httpsi//iogin microsoftonline com/e9f74010-3002-... [
Certificate (Base64) Download
&t Roles and administrators Certificate (Raw) Download
&3 Users and groups Federation Metadata XML
2 Single sign-on )
( 3 LBt Verification certificates (optional) / Edit
2 Provisioning Required No
Active 0

Head over to your Azure Portal and select your application. Once inside your application select Single Sign On
From the Single Sign On Step 3 and download the Federation Meta data XML

Step 18 - Import the XML to Jumio Portal

ADMIN @ Admin / IdP Management

2% Users 2
User Pool

IdP Management Access our documentation here: Implementation Guide [

MANAGED SERVICES

SSO URL https://merchant-b889cfe9-7495-4468-be2a-1658bfdedded.auth.us-east-1.amazoncognito.com/saml2/idpresponse i8]

K 1dentity Verification >

Audience URI urn:amazon:cognito:sp:us-east-1_fNTcdeV55 18]

Attribute State http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/jumiorole

Identifier c==

IdP Settings -

/' Update B Delete

From your Jumio Portal navigate to (1) Sefting and then select (2) IdP Management and proceed to (3) Update

Proceed to Step 19 to Finish your SSO Integration

Jumio Documentation | Azure SSO 11
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Step 19 - Updating the SAML Setting in Jumio Portal

ABMIN @ Admin / IdP Management / Update IdP Settings
&% Users IdP Information

°
= IdP Management Identifier 1 -
YourDomainHere.com
MANAGED SERVICES
IdP N
a 2 [ App Namd ]
K 1dentity Verification >

IdP Settings

Upload XML File

XML Url
Xml URL }

Under the Update IdP Settings add the (1) Identifier (Domain) and then add (2) IdP Name (App Name) and
proceed to (3) Update XML File

<?xml version="1.0" encoding="utf-8"?><EntityDescriptor ID="_8a72430c-818a-4f2a-aa70-bfbb375ec705" entityID="https://sts.windows.net/e9f74010-3002-4969-
aa26-0bd380ab7857/" xmlns="urn:oasis:names:tc:SAML:2.0:metadata"><Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" /><SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-
sha256" /><Reference URI="#_8a72430c-818a-4f2a-aa70-bfbb375ec705"><Transforms><Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature" /><Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#" /></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" /><DigestValue>QGFnniZE1ILMM6AytFFORXXGrfAjwzUnq9ulqTe8S800=</DigestValue></Reference>
</SignedInfo>
<SignatureValue>t9jiwepVCkhsZSTFMFSMwOTtLfqlA/5IkGKCnzjNNOccuR/I13pVNt3WMNhOWYIAY8/HJebi/G5jcoL9GW2GHYXcqD+jmZj1Pw6J6jauqflYE8H8X24XIh3eOVRc
ZP617320TpHwWVt8p4kWjA6sIy8hSfecMPalu3QuPIOsVTtD72NNcdtz3ItEI8G5UDd3nm2hoWuj4V8WY2v3NEIVUGPfVYIzsTLmpkuWgCB7TTq1bczFzMdPmPeBwTg2gXkKixy
dME9btjj8TtzdlQ6Em7d8nmivHeammbBN2: jeEpj 3HiDimsqVLselj89tw==</SignatureValue><KeyInfo><ds:X509Data

(0) xmlns:ds="http://www.w3.0rg/2000/09/xrf!
<ds:X509Certificate>MIIC8DCCAdigAWIBAE Xml metadata loaded % kiG9WOBAQsFADAOMTIWMAYDVQQDEYINaWNyb3NvZnQgQXplecmUgRmVkZXIhdGVk
@ IFNTTyBDZXJ0aWZpY2F0ZTAeFwOyNDA RaMDQxMjAwBgNVBAMTKU1pY3Jvc29mdCBBenVyZSBGZWRIcmFOZWQgU1NPIENL

Once the XML Meta data had been uploaded you will see the Alert XML meta data loaded

</KEYINTO></KeYyUESCrIpIor><Teq: 1argerscopes><wWsa:ENapoINTKeTerence Xmins:wsa="ntp:// WWW.Ws3.0rg/ ZUU5/Us/aaaressing >
<wsa:Address>https://sts.windows.net/e9f74010-3002-4969-aa26-0bd380ab7857/</wsa:Address></wsa:EndpointReference></fed:TargetScopes>
<fed:ApplicationServiceEndpoint><wsa:EndpointReference xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsa:Address>https://login.microsoftonline.com/e9f74010-3002-4969-aa26-0bd380ab7857/wsfed</wsa:Address></wsa:EndpointReference>
</fed:ApplicationServiceEndpoint><fed:PassiveRequestorEndpoint><wsa:EndpointReference xmlns:wsa="http://www.w3.0rg/2005/08/addressing">
<wsa:Address>https://login.microsoftonline.com/e9f74010-3002-4969-aa26-0bd380ab7857/wsfed</wsa:Address></wsa:EndpointReference>
</fed:PassiveRequestorEndpoint></RoleDescriptor><IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"><KeyDescriptor
use="signing"><KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#"><X509Data>
<X509Certificate>MIIC8DCCAdigAwIBAgIQTAWKKNOTKY5FDqQqHy+2azANBgkghkiGI9wWOBAQsFADAOMTIWMAYDVQQDEyYINaWNyb3NvZnQgQXplcmUgRmVkZXIhdGVKIF
NTTyBDZXJ0aWZpY2F0ZTAeFwOyNDAOMDQxODUwNDRaFw0OyNzAOMDQxODUwNDRaMDQxMjAwBgNVBAMTKU1pY3Jvc29mdCBBenVyZSBGZWRIcmFOZWQgU1NPIENIcn
RpZmljYXRIMIIBIJANBgkqhkiGO9WOBAQEFAAOCAQ8AMIIBCgKCAQEA3fma2VbP6HF626YIIXLZ7FigxH8gowVwiwrAkcGFDeoVN2MVyHyI43JsTRwuhvWelLbyK13VchKzpGBr7
F1iI/7FKurzZTnHmuQMGKRAKQH9rpdzd7y0GbQE7GZfUkz5V2QpEjvBrdC9fMXGQQ8RThFnBHmrmbHy2DDPLCLKX8Fcdje6dLc6k21hL253swLW4zqq/Uy4m+sunJa0OcQi2XLru
3hgnDl43dvBCYWAHEG2MZAphJLgQE4AjnkzZekv5+0Bf3D85vPeXoGZEOWuucVgglZ22gVMrekAemEBILGEYVGZbuZDSLUgHWOfgEwyu20smuIM5YiiT60e04x3Lqt6QIDAQ
ABMAOGCSqGSIb3DQEBCWUAAA4IBAQDGEG1dZz1ufvSQ4gzgsv7QcLSGPETIKIrw6iReqZTqBWYksJqASC8H+/rRmqflecuV0i+Ijdt10f6VrDBKXbTRhA/ai9ZvqlO4xaMyAZfExc
Q4gv8VpRPWDITmBHgYwsf0jPz7h6XQZi70ixR2MDUb6lQram5ApeRTXyf61ZACXy4Uz1LNsZwSBgUXPQQzc6pM94TbRO5vFdBIkq5WTFZnW1ZjHuc6PLsXqfG1khthy2alOP8x
KdibKOMvW4007n6XPntXLTQQyHVPVcgAjUINCFt4/XbXFzhREyJ6AlHU42cULa0/09dMOeqfxm+QWKzbWbmXCDehmJZe6At4Gz31</X509Certificate></X509Data>
</KeyInfo></KeyDescriptor><SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://login.microsoftonline.com/e9f74010-
3002-4969-aa26-0bd380ab7857/saml2" /><SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://login.microsoftonline.com/e9f74010-3002-4969-aa26-0bd380ab7857/saml2" /><SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://login.microsoftonline.com/e9f74010-3002-4969-aa26-0bd380ab7857/saml2" />
</IDPSSODescriptor></EntityDescriptor>

P =

Proceed to Submit

Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://login.microsoftonline.com/e9f74010-3002-4969-aa26-0bd380ab7857/saml2" />
</IDPSSODescriptor></EntityDescriptor>

®

@ Clean XML

Update success X

You will see a Alert message “Update Success”
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Step 20 - Login to the Jumio Portal Using SSO

Welcome to Jumio Customer Portal
Signin

or

( Use Single Sign-On )

Jjumio
Copyright 2024 Jumio, Inc. All rights reserved.
Privacy Policy and Dat on

Use the Single Sign-on Method of Login to use your SSO
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